or duration of the step) are indices for which higher numbers mean higher risks, while the third and fourth columns, dilution and gamma dose, are indices for which higher numbers mean lower risks. For storage steps, the product of inventory and average residence time (equivalent to the integral under a quan-tity-versus-time curve) is a particularly informative quantitative index of risk at given attractiveness and vulnerability levels.
Vulnerability. The characterization of vulnerability here is based on three reference classes of threat: covert diversion by the state controlling the facility, forcible theft, and covert theft. Vulnerability at each step to each of these threats would probably be best characterized simply as "low," "medium," or "high," based on judgments about the effectiveness of the relevant barriers against the indicated threats. Any more discriminating characterization than this probably would not be warranted in light of the uncertainties associated with threats and barriers alike.3
Since, in many cases, the plutonium leaves a step in a form different from that in which it entered, a tabulation such as Table 3-1 should show both initial and final attractiveness levels for each step.
Table 3-2 shows the five-level "attractiveness" classification specified in the relevant U.S. Department of Energy (DOE) order,4 which could be used to fill out the "attractiveness" columns of Table 3-1, although it does not distinguish among the different types of threat described above. As the table shows, assembled weapons are considered to be the most attractive items for theft or diversion, and are always in the top safeguards category (meaning the most care required in security and accounting). Relatively pure plutonium or HEU is judged to be one step less attractive, but still should be treated as being in the top safeguards category, even in amounts somewhat smaller than those needed to produce a weapon. Other materials require progressively lower levels of protection.
Table 3-3 shows some of the relevant characteristics of different forms of plutonium, ranging from intact pits at the top of the table to various forms of spent fuel or high-level waste (HLW) glass at the bottom. Characteristics listed include such factors as the size and weight of the item in question (which help determine how easy it is to steal), the radioactivity (which helps determine both
3 It is not useful to specify vulnerability levels for overt diversion in this format, because (i) as long as the plutonium remains on the territory of the state from whose weapons it came, that state will have the resources to overcome virtually any barriers if it chooses to do so (as noted above), meaning that the vulnerability can be simply characterized as more or less proportional to the attractiveness level; and (ii) if the plutonium is no! on the territory of the original possessor state, the category of "overt diversion" is not really meaningful. The options available to the original possessor state in the latter instance amount to forcible theft and covert theft, the vulnerability to which is characterized.
"See U.S. Department of Energy, Order 5633.3A, "Control and Accountability of Nuclear Materials," February 12,1993.Nuclear Weapons Production Facilities, March 6,1986. See also National Research Council, Material Conti'ol and Accounting in the Department of Energy's Nuclear Fuel Complex (Washington, D.C.: National Academy Press, 1989), pp. 29-31.
